
 
 
 
ACCEPTABLE USE POLICY AND USER RESPONSIBILITIES 
 
This document describes the Acceptable Use Policy governing all users’ access to ICIQ 
Computational Groups’ Computing Facilities. Infringement of the provisions of this document, and 
in particular any improper or malicious use of the computing facilities may cause serious problems 
of which the user may be held liable. 
 
The following points summarise the basic principles of this Use Policy: 

• Authorisation to use the Computational Groups’ Computing Facilities is at the discretion of 
the Group Leaders. 

• Acceptable Use includes the execution of any application or program and/or storage of 
data and/or transmission of data required for the attainment of the research aims of the 
user and the ICIQ. 

• Unacceptable Use includes: 
 Any attempt to circumvent administrative and security controls on the use of 

resources 
 The inappropriate creation, storage or transmission or usage of data and/or 

software 
 Use of resources in a manner that interferes with the use by other users, and/or 

violates their privacy 
 Use that causes material or moral damage to the ICIQ, its infrastructures or 

resources, or disrupts their operation 
 

• Users should be prepared to justify that all programs and data in their workstations, 
laptops, and common servers are related to authorised research projects. 

• The user shall not perform any hardware manipulation of the Computational Groups’ 
Computing Facilities (including but not limited to modification, upgrade, replacement or 
addition of hardware components), under any circumstance. The user is to let the system 
manager know of anything that needs to be done regarding hardware/software. 

• Users are responsible for the security of their programs and data and shall take the 
necessary security precautions to protect them. 

• Any user suspecting a security compromise of his/her systems, passwords, credentials or 
data shall report it immediately to the system manager and/or the Group Leaders. The 
concerned user shall be liable for any damage to the ICIQ, its computational resources or 
any damage resulting from the infringement of this Use Policy. 

 
 
In the event of infringement of any of the above points, the Group Leaders may withdraw access 
rights to Computational Groups’ Computing Facilities from the users concerned and/or initiate 
disciplinary and/or legal proceeding against them. 
 
 
I have read the Acceptable Use Policy and I understand and accept my responsibilities as a 
user of the Computational Groups’ Computing Facilities. 
 
Name: 
Date: 
 
Signature of user: ……………………………….. 


